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ongoing training were the major reasons why U.S. Airways scenarios. Having a similar resource tool that can simulate
Flight 1549 landed in the Hudson River between New fai lures, just as the airline industry has flight simulators,
can serve to improve appropriate human responsiveness and
help increase critical infrastructure uptime.
Human error is a major source of failure; therefore,
the affect of humans on a system cannot be overlooked.
Research shows that as much as 60 percent of system
failures were directly or indirectly caused by human error.
People react differently during normal and emergency
events. A person reacts to a situation in four phases: perception, interpretation, evaluation, and action. When a
problem occurs, an inexperienced or insufficiently trained
operator may make mistakes in any of these phases due
to increased stress. During a critical event, both errors of
omission and errors of commission increase significantly
as events unfold rapidly.
Omission errors include skipping entire procedures or
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pare personnel to react consistently to different situations
so that when a real problem crops up, they react quickly
and decisively to avoid failure.
In the mission critical industry, the largest investments
are in equipment and construction-which is just the tip
of the iceberg when it comes to improving reliability. Significantly less is invested in trai ning and documentation,
as well as other operational factors. A facility with insufficiently trained staff and poor documentation can be easily
thrown into chaos when problems arise.
One approach to adequate training is
much like the simulators used to train airline pilots, electrical system dispatchers,
or nuclear plant operators to develop situational awareness and emergency response
and supplement actual hands-on experience. Software modeling can replicate a
facility's electrical and mechanical infrastlUcture and then simulate a failure at any
point. This allows personnel to see what
will happen when each component of the

Given the positive effects of simulator training experienced by the airline and power industries, perhaps its
time to employ simulator technology to benefit the many
generations of operators throughout the lifecycle of mission critical infrastlUcture and thereby improve the odds
of success. _
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When real problems
arise, personnel will
be prepared for the
situation, having already
experienced similar
circumstances, knowing
the possible outcomes
and how to correct the
problem.
system fails and consequently teaches them
exactly what they need to do to rectify
the problem and keep the system on-line.
Coml11ercial software exists today that is
capable of modeling entire power systems,
simulating faults and creating fai lure mode
scenarios. Users can also view the system
in electrical one-line form , al lowing them to
see where problems will arise and how they
can fix them. Experience gained through
simulation can greatly reduce the potential
for human error by providing personnel
with understanding and awareness. Consequently, when real problems arise, personnel will be prepared for the situation, having
already experienced similar circumstances,
knowing the possible outcomes and how to
correct the problem.
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